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« Main Contribution: Standards
 Main Contribution: Standard Patents
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¢  QKDN related documents in ITU-T SG13/11/17

\
4 f ater3)\ [ Q4/17 N[ Q2/11 R
Y.3800 | (Knowledge-centric trustworthy networ (Quality of sgrvice (QoS) (Signalling requirements
O o nEiwes susperis OLD : king and services) aspects including IMT-2020 and protoco!s fqr services
bp J . networks) and applications in
I telecommunication
i environments)
‘ Y.3801 (Functional requirements of QKDN) ‘ i Y.QKDN_BM X.sec_QKDN_km Q.QKDN_sig_cm
Y.3802 (Functional architecture of QKDN) : Business role-based models Security requirements for Signaling requirements
5 for QKDN QKDNs — key and protocols for QKDN
/ : management control and management
|
! X.sec_QKDN_tn Q.QKDN_profr
Y.3803 Y.3804 : Y.3805 Security requirements for Framework for QKDN
Key management for Control and management ¢ Software defined network QKDNs — trust node Protocols
QKDN for QKDN ; control for QKDN
! X.sec_QKDN_intrq
Y.QKDN_frint Y.QKDN_iwfr : Y.QKDN_ml_fra Security requirements for
Framework for Quantum key distribution ; Quantum key distribution QKDNs - Infra integration
integration of QKDN and networks - interworking i networks - functional
secure storage network framework ! requirements and architecture X.sec_QKDN_CM
K : for machine learning Security requirements for
QKDNs - control and
management
Y.QKDN-qos-gen Y.3806 Q6/13
General aspects of QoS Requirements of QoS (Quality of service (QoS) aspects includ X.sec_QKDN_AN&AZ
for QKDN assurance for QKDN ing IMT-2020 networks) Security requirements for
QKDNs — authentication
Y.QKDN-qos-fa Y.QKDN-qos-ml-req and authorization
Functional architecture of Requirements of ML-based
QoS assurance for QKDN QoS assurance for QKDN
\_ VN /
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@f Functional Architecture of Quantum Key Distribution Networks

\

Specifies
- Functional elements of QKD

network (QKDN) control, ma
nagement, and orchestration;

- Functions of QKDN control,
management, and orchestrati
on;

- Procedures of QKDN control,
management, and orchestrati
on.

Traditional fault, configuration,
accounting, performance and s
ecurity (FCAPS) functionality w
hich is not specific to QKDN is
out of scope of this Recommen
dation.

I

| Service layer
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! Ax

User network
1 management layver
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1
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ég Key Management of Quantum Key Distribution Networks

_ Cryptographic ) - Cryptographic
Cryptographle application application | User network
'y B management layer
3B |~ |- =0

Cryptographic application 5
application i . _’:‘ 5 [A[=|a= T
: LU - . !
. " [ iy ) B ::- Key Koy X
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: = r e ¥ 3
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@f Control and Management of Quantum Key Distribution Network

i Service layer ! :' User network manageme )

- Functional elements of QKD E‘ Cryptographic Application (APP) E /;AL Userneqwgylsrmanager E
network (QKDN) control, e ::::::::::,vf_u::
management, and orchestration; i QKDN controller ! IQKDN management la |
F c f KD N I ! | Routing control Session control | : : - _Q_@?Sj\l manager :
= UnCtIOnS o Q COntr0 [} . A : | Configurat.ion co | | Access control || Policy balsed cont | E i i FCAPS functio i _L :
management, and orchestration; K :@—| QKON conroller contrl and raregement LT convrol faye | | :
\ M r ! |

Procedures of QKDN control, @ | oo T Tr- e e | !
management, and I‘, Key management \: E i i !
. , laye 1 ]! 1 :
orchestration. i gaxy r - )N — : ] ] ot I PN
oye . . ! Key Supply |} Key Combination ! et e oo T " EEARE
Traditional fault, configuration, :;X A LY LTI ‘ . we e 1] ]
c : ey Tife cycle manage | | 1| [LAssurance i E !
accounting, performance and T <M Koy oty [y storage ][O : | 3l ]
security (FCAPS) functionality s S ERREEEEE R Lot R "o | 21!
which is not specific to QKDN T - = N i |2 |
is out of scope of this T QKD module : | gl
. .Qd *I Key distillation | | QKD-Key Supply | QKD Module co . 1| ! g ;
Recommendation. it _ worend marage —pr— (L, v ]
ne ‘| Quantum channel synchroni | | RNG | ment ! 7 7 R : '

qu I — ——————————— 1 Mq : i | e :

(,Le‘| Quantum communication | L_q]a_nrfl_mu_lti)lg(lﬂg_J : Cart- Cop i | 1| Quantumla | ¢ % 1

. ! P s I 3] yermanage | ! § !

A I QKDIink _____________ ! AHA S
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o Example Management Procedures

\

QKDN module KM QKDN controller QKDN manager QKDN module KM QKDN controller QKDN manager
QKD module KM control and QKDN controller QLM KMLM (Key QCLM (QKDN XLMO (Cross KM control and QKDN controller QLM KMLM (Key QCLM (QKDN XLMO (Cross
control and management control and (Quantum layer | | management layer control layer layer management management control and (Quantum layer | | management layer control layer layer management
management management gement) t) management) orchestration) management management) management) management) orchestration)
(1) Collect quantum layer performance information via Mq
(1) QKD link level alerts <
(2) Analyze them and generate
(2) Make decision on and storz a quantum layer
QKDIisk dagnostc perfomance re]pott (3) Quantum layer pesformance report
(3) QKD link diagnosisinformation via Mq | »
et L B e »
(1) Collect key layer perf e infe ion via Mk
4) QKD yes (3) Report QKD link failure (2)Analyze them and generate
link } > and store a key management
failure? ! o layer performance report
(6) QKD link failure diagnosis info.
«— | (3) Key management layer performance report
no
M QCL.MM&S (4) Correlate tum layer
Cog%ﬁlm based on and key mana?::enl ]av{r
2t fmd:ﬁw“’ performance degradation and
(8) QKD fink alert control action via Mc make 3 temedy desision
(5)Remedy control action
(5) Remedy control action P
PR S
(6) Key management layer remedy action
o T
(6)Quantum layer remedy action
b sabeiadeldaldel i e e e
— |
Figure 2. An example of fault management procedures: QKD link failure . Figure 6. An example of performance management procedures .
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3¢ SDN Control of Quantum Key Distribution Networks

| FEEEsssTmEsaE=== 1
ol
A ' User Network

I |
: - ) I
Service Layer : VA |
| |/Ma| Management Layer |
N S S S A A || .
34 layer SDN Controller S I R o i !
|
e, | QKDN [
___________ | Controller Layer y |
~~~~~~~~~~ |
| R I AP
2.q layer SDN 2nq layer SDN ! / v !
Controller Cpg Controller Ccp | (N+1), Layer SDN | I
- < nd 0 | Controller |
o ~~~~ ’o" \~\ Ak | A S S S -
/" .. ’/' . | T AcN —1— Cx : : |
eessese joesees NSvsT———— ——— R | Y Y L |
| 1 layer SDN i | Lglayer SDN | 1 layer SDN | 1 lglayer SDN i I Ny Layer SDN ! , : I
! |
| Controller Cp | i Controller Cg | ! Controller C; ! i Controller Cp i ' Controller 7| '
- A ] = P L —— ' A | '
STV , H . K H . & g Y | —— Ac-x. 1<x<N I Mcs |
/ Y 4 ' . ' . ’ \ ) I |
K 0 \ & ' Q) & ' S K g \ | Cx | | |
J : \ ) : \ / : \ K ' - | Y A : | |
. | |
Sub-QKDN - Sub-QKDN | ! : |
| |
A D | A Lo |
| —T— Ac-1 < ¢ | QKDN |
| v X | | Management | | |
| | | Layer |
| 1 Layer SDN I ' |
I Controller : : I
r A __ ____________ 1 | :
— Ck ' |
.f Y T i
|
: Key Management Layer ! : |
| KM Mk :
L | ___>=_ _ |
_________________ _/Z@____________ e :
| | |
| Qsync | R s
// // // t Quantum Layer . } /’ /’ /’
| M
Cops Cqrp Cq 3_ e | q
| Qqc Qdist |Mqgrp Mops
R —— X T J

16



QKD
Module

1t Layer
KM SDN
Controller

N Layer
LN ] SDN
Controller

QKDN
Manager

Cryptographic
Application

User
Network
Manager

(1-1) QL alarm

(1-2) KL alarm

(2) Decide key relay rerouting
based on key generation rate
or KML/QL alarms

(5-2) Request multi sub-QKDNs
reroute information

(5-3) Compute

(5-1) Compute
Reroute path

Multi sub-
QKDNs reroute

(6-1) Reroute information

(6-2) Reroute information
I

path

(7) Relay keys

(8-1) Key relay status

(9-1) Key relay status

»

|
(8-1) Key relay status
]

»  (9-2)Key relay status

Hierarchical Key Rerouting Procedure

QKD
Module

1t Layer
KM SDN
Controller

Nt Layer
P QKDN
Controller Manager

Cryptographic
Application

User
Network
Manager

(1-1) QL alarm

(1-2)KL alarm

(2) Decide key relay rerouting
based on key generation rate
or KML/QL alarms

(5-2) Request multi sub-QKDNs
reroute information

(5-3) Compute

(5-1) Compute
Reroute path

Multi sub-
QKDNSs reroute

(6-1) Reroute information

(6-2) Reroute information
|

path

(7) Relay keys

(8-1)Key relay status

(9-1) Key relay status

»

\
(8-1) Key relay status
|

(9-2) Key relay status

A 4

Hierarchical Key Rerouting Procedure
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Functional requirements of
- QoS planning,

- QoS monitoring,

- QoS optimization,

- QoS provisioning, and

- QoS protection and recovery.

Requirements in this
Recommendation is limited to
a single QKDN

APP

| APP

| QKDN controller J

)

i
Ak
K’?( (
KM_J t

module

Kq

Qx

|KM K| oxkp H—
module 7
Kg } ¢
m?n User node A

Q .
mod User node Optical

switch
User node

nnnnnn

Relay node

module

Access node

Relay node

Access node

QKDN
QKD manager
module

User node

QAN

QBN

Quantum channel

le

Classical channel

|”  NPofQAN
QAN Qo$

Bl
o NP of QBN
QAN Qo$

NP of QAN |

QAN QoS

End-to-End QoS

Scope of the QKDN QoS and relationship with Network Performance
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oL [TAERY Y.QKDN_BM: Quantum key distribution networks - Business role-based models
(12/21 Consent Planned)
Y.QKDN_frint: Framework for integration of QKDN and secure storage network

Y.QKDN-iwfr: Quantum key distribution networks - interworking framework

Y.QKDN-ml-fra: Quantum key distribution networks - Functional requirements and
architecture to enable machine learning

Y.QKDN-rsfr: Quantum key distribution networks - resilience framework

Y.supp.QKDN-roadmap: Standardization roadmap on Quantum Key Distribution
Networks

Y.QKDN-QoS-pa: Quantum key distribution networks — QoS parameters
(12/21 Consent Planned)

Y.QKDN-QoS-fa: Functional architecture of QoS assurance for quantum key
distribution networks

Y.QKDN-QoS-ml-req: Requirements of machine learning based QoS assurance for
quantum key distribution networks
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Functional Architecture for QKDN QoS Assurance

= Functional entities for QKDN QoS
assurance

v Functional entities &
reference point specification
is almost complete

v' Procedures are to be defined

v’ Target to consent in 1st half
of 2022

QKDN Control Layer QoS Assurance

QKDN
Cross-Layer
QoS Assurance

QKDN QoS
Capability
Exposure

QKDN
SLA
Support

QKDN

QoS
Planning &
Optimization

QoS QoS QoS
Data Policy Policy
Analysis Generation Provisioning
Key Management Layer QoS Assurance
KML QoS KML.QOS KNIL.QOS
M Policy Mapping &
easurement >
Enforcement Abstraction
Quantum Layer QoS Assurance
QL QoS QL (.)05 QL (.)05
Measurement Policy Mapping &
Enforcement Abstraction

QKDN
QoS Cross-layer
Support
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o Requirements for ML-based QKDN QoS Assurance

« First QKDN ML draft Recommendation
v" Specify functional model for QKDN QoS

QoS prediction

assurance based on ML Analytics

v' Specify high-level & functional requirements
for QKDN QoS assurance based on ML

v' Use cases of ML-based QKDN QoS assurance
defined in Appendix

v Target to consent in 1st half of 2022

I

QoS infarmation

« Defined Use Cases:

v" Quantum channel performance 005 dat
o dta

QoS history

v' Optimized key resource utilization relate

v" QoS Fault diagnosis and prediction Data collection 1
d service provisioning for QKDN J

Key manager
Quantum Module
Quantum Link

{ Intelligence

OoS decision

F
€3

“4
1, .
4’?(9

QOS assurance (QOS management

L & control
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Business Models for QKDN

Y.QKDN_BM defines,

Business roles
Business role-based models

Service scenarios in QKDN from
different deployment and
operation perspectives

Identifies various business
models that require security
application services with QKDN

and exiting user networks.

Security application
service user

sasu-sasp
sasp-un : ot
User network provider il Secunjty apph;a’uon
service provider
QKDNmp-unp unp-QKDNp sasp-QKDNp
QKDN QKDNmp-QKDNp QKDN

Ganagement provider

QKDNmp-QKDNmp

provider Q

QKDNp-QKDNp

sasu-QKDNp
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Constructing a large scale QKDN
which covers wide area, it may
consist of multiple QKDNs and
they are interworking each other

Y.QKDN-iwfr mainly focuses on the
interworking between QKDNs
supported by multiple QKDN
providers.

There are several issues to be
standardized for interworking
between QKDNs with different
technologies.

Different technologies can be used
in QKDNss: key relay encryption
methods, key relay schemes, key
relay alternatives, configurations of
QKDN controller, and protocols in
the key management layer, the
QKDN control layer and the QKDN
management layer.

Q QKDN control Layer

K

D |

N

— KM Layer

Mg.

Lay

-er [ Quantum Layer
QKDN provider A

e R

I

I

QKDN control Layer ‘ Q i
K

| D ||

N 1

KM Layer — Mg. i

I

| ||

Quantum Layer % -er | |

_________________________________ |

QKDN provider B
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Specifies

Role of ML in QKDN

Functional requirements
and architecture for ML-
enabled QKDN

Roles and functional
requirements and

Functional architecture
model of ML-enabled
QKDN

Ak

Service layer

. Cryptographic application
Ax

User network management layer

User network manager -

Ma
_______________________________________ | e
Mu
________________________________________________ | 4 A
KDN control | I
Q control fayer : I QKDN management layer
QKDN controller ! :
’ Access control Policy based control ‘ ] : QKDN manager
| |
’ Routing control ‘ ’ Session control ‘ ’ Configuration control ‘ : :
! : QKDN-Opti
QKDN controller control and management J} t Mc : MLMS
|
| |
QKDN-optimization ML sandbox : :
I : Cross-layer
QKDN-optimization ML functions : Carpi management
[ ; orchestration
Qc QKDN | ((QKDN ) (QKDN ) ( QKDN ) ( QKDN I CopyI
SINK Opt. Opt. Opt. Opt. Opt. :Cq |
© PP M P D | I
|
| i
____________________________________________ | o |
Ck :
_____________________________________________ =,
Key management layer : : T !
Key manager ! : i |
- ’ KSA ‘ ’ KMA ‘ ’ KM control and management Ho ! i i
INRRET: . FcAps
___________________ I : ! functions !
_____________________ Kol AfKe2 ! i |
Quantum layer | : ! ! i
! :
QKD QKDM KD : Mai
module SINK QkbL)  Q | )
SINK link |
Marp Mogs

B Service for egress (producer)
[ Service for ingress (consumer)

C: collector; PP: preprocessor; M: model; P: policy; D: Distributor; SRC: source of data; SINK: target of ML
output; MLFO: ML function orchestrator; FCAPS: fault, configuration, accounting, performance and security;
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Security Requirements for QKDN CM

e Security requirements for quantum key distribution
networks — control and management

e Initiated at April 2021 SG17 & first contribution in August 2021
 Target to consent in 29 half of 2022
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* Main Contribution: Market Deployment
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éS; Deployment of QKDN: Field Trial for Government Sector P

Quantum  Key management QKDN control
layer

KT developed and deployed World-first QKDN system based on Y.3800
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<Conceptual structure of QKDN in Rec. Y.3800>

Based on ITU-T Recommendation Y.3800; layered model - Quantum, KM, Service and Network Management layers

B
KT's Intemational Standard (ITU Y.3800) based QKDN
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Deployment of QKDN: Field Trial for Industry Sector P R

03 |ndustrial Plant - Local Area Network
Hyundai Heavy Industry; Global no.1 shipbuilding plant
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> Deployment of QKDN: Field Trial for Military Sector

\

04 Local society - Drone-based safety system

Gangwon-province; adjacent to DMZ (De-Militarized Zone)

—

—

Video monitoring
Qkp = QKD =
-

% QKD key supply
mg @ W\
Gangwon-province Safety Center Military Camp Safety-vulnerable areas

(CCTVs for natural disaster, road traffic, social security, etc.)
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%< QKDN Service Use Cases: Quantum Safe Autonomous Car g

05 C-ITS - Quantum-safe Autonomous Car

Jeju; C-ITS implemented romantic island

seisseou) |, >
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<world's busiest airline route — Bloomberg>
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<’ QKDN Service Use Cases: Quantum Video Conferencing g

% QKD application; Quantum-safe Mobile Communication

Secure Communication Device; charging cradle-based QKD key supply

Secure Communication Secure Communication

Device QKD Device
iﬂ QKD —“*E
QKD key supply

QKD key supply

Secure Communication
Secure Communication Authentication Dev:ce

( )) 2
. « Device gncrvntion (( é) 5G/LTE r %ncryptlon .
' l'pt.
))) E] [Decryption DENICE. cererrrrers B erereercaeessssnesesenane fHiecopeen

.............. ) = ico. .
th.e i Authentication ( ) ~ ‘the = da_::
mVolP mVolP
....... ....Moice Encryption.Communication....
P Voice.Encryption Communication.... !J

Encryption Section

Kt 3



* Future Challenges
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Challenges and Future Plan

Support of QKDN interoperability: it's necessary to develop interoperable solutions  Nearterm
among multiple providers and different technologies.

Specifications of QKDN protocols: From a QKD system perspective, most of
protocols have been developed. For a QKDN perspective, these protocols should be
extended to support a network with many nodes and new protocols.

Synchronization: Frequency and time synchronization plays a fundamental
supporting role in networks. Therefore, specific requirements and related protocols
for synchronization should be standardized.

Long term

Multi-protocol connectivity: There is a lack of detailed schemes to effectively
coordinate different QKD devices of manufacturers and regions under multi-protocol.

The adoption of Al/ML to QKDN: It is very important to use Al/ML for improving
network performance while supporting QosS.

Integration of user networks (e.g., 5G and beyond) with QKDN

Trusted-relay-based QKDN: Trustworthy networking is fundamentally important to
ensure security and privacy with legal compliance. The efforts for related security
solutions on QKDN should be continued in align with architectural frameworks to be
developed.

Scale up QKDN: Feasible approaches for building up a large-scale QKDN and its
cost-effective deployment for user networks should be investigated with candidate
technical solutions (e.g., with quantum relay).

Towards QENS from QKDN: Technical solutions for QKDN are necessary to be
expanded for supporting QENS with QITs. QENS basically needs QIN and its services
with advanced features from quantum computing and communication as well as
quantum sensing and metrology.

Standardize QKD network architecture and protocols
i Ensure

' interoperability
i and security :
: certification

Standardize network level security requirements for
trusted-relay-based QKD network

Co-fiber transmission of quantum and classical signals |]:> Lower down cost

Explore new use cases, e.g., integration of QKD and -
classical cryptography (including PQC) I]:> Bring more value ;

Study QKD network connected via quantum repeaters . Achieve quantum
comm. scalability ;
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